Agentic AI reshapes B2B trust as security concerns intensify
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As businesses increasingly embrace the potential of artificial intelligence, a new paradigm known as agentic AI is rapidly taking centre stage in the B2B landscape. This advanced iteration of AI goes beyond mere task completion, demonstrating the ability to autonomously initiate actions—from sales outreach to procurement management and payment processes. While the capabilities of agentic AI represent a significant leap forward from those of generative AI, they also introduce profound challenges, particularly concerning trust—a cornerstone of B2B relationships.
In the traditional B2B context, building trust is paramount. Multi-million-pound agreements are often grounded in established relationships, and companies rely heavily on service level agreements (SLAs), human accountability, and a proven track record to manage risk. As agentic AI systems begin to infiltrate these ecosystems, businesses face a critical question: can these autonomous agents be integrated into operational workflows without undermining the very trust that sustains them?
The complexities of B2B relationships necessitate a cautious approach to adopting agentic AI. Unlike consumer markets, where consumers may forgive minor missteps from algorithms, businesses take a more stringent stance. Mismanaged payment gateways, incorrect data handling, or flawed vendor negotiations could have catastrophic consequences. Rinku Sharma, Chief Technology Officer at Boost Payment Solutions, articulated this concern, stating, “The models are only as good as the data being fed to them. Garbage in, garbage out holds even with agentic AI.”
Recent surveys reveal a dichotomy in opinions toward AI agents. A study by SailPoint highlighted that while a staggering 98% of organisations plan to expand their use of AI within the next year, 96% also regard these agents as significant security risks. Alarmingly, 80% of companies reported unintentional actions by AI agents that led to data breaches or inappropriate data sharing. This underscores the urgent need for effective security protocols as enterprises move forward with integrating AI agents into core functions.
Nonetheless, the synthesis of AI and human roles is emerging as a potentially beneficial model. Rather than viewing AI as a replacement for human interactions, the future of B2B may lie in a collaborative framework where humans and AI agents coalesce to optimise operations. For example, human account executives might collaborate with AI that can analyse customer data, draft proposals, and even predict churn, while still retaining decision-making authority.
Chief Financial Officers (CFOs) in the United States are already reporting significant returns from their investments in AI, with a notable increase in positive ROI from 26.7% in March 2024 to nearly 87.9% by December of the same year. While many organisations are hesitant to fully delegate financial responsibilities to AI, such technologies are increasingly being integrated into back-office functions, providing enhanced insights and operational efficiency.
Companies are encouraged to adopt agentic AI strategically, focusing initially on well-defined tasks that promise high success rates and returns on investment. As Karen Stroup, Chief Digital Officer at WEX, advised, companies should concentrate on areas where they can achieve tangible benefits while maintaining clarity around the roles and responsibilities of both AI and human participants.
Despite the promising outlook of agentic AI, multiple challenges remain. Concerns surrounding cybersecurity, ethical implications, and the complexities of overseeing autonomous systems highlight the necessity for meticulous planning and robust governance frameworks. As Vivek Sinha detailed in a recent report on the evolution of AI agents, the unpredictable consequences of these technologies emphasise the importance of maintaining transparency and significant human oversight in their deployment.
As the marketplace continues to evolve—projected to create a revenue stream of approximately $52 billion by 2030—companies will need to rethink traditional models to fully harness the capabilities of AI agents and mitigate associated risks. The path forward is fraught with challenges, yet the potential for innovation and efficiency beckons businesses to navigate these waters thoughtfully and strategically.
Emphasising customer confidence and developing robust identity security strategies will be integral to successful integration. As highlighted during discussions at the Qualcomm House in Davos, effective communication about the role of AI, particularly in the context of employee relations, will be crucial in fostering acceptance and realising the transformative potential of these technologies within the workplace.
This complex landscape requires an ongoing dialogue among stakeholders to ensure that the integration of agentic AI bolsters rather than undermines the trust dynamics that are essential to B2B relationships.
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