Supply chain leaders prioritise cybersecurity amid rising pressures
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A recent survey conducted by West Monroe, a global business and technology consulting firm, sheds light on how industry executives are navigating an increasingly complex supply chain landscape. The West Monroe Quarterly Supply Chain Poll, which surveyed 250 leaders between March 18 and 24, reveals significant shifts in priorities amidst rising pressures from new technologies, cybersecurity threats, and changes in policy.
Among the key findings, 23% of the executives identified cybersecurity as the foremost issue facing their supply chains, surpassing concerns over tariffs, which were mentioned by 20% of respondents. This indicates a growing recognition of the risks posed by cyber threats within the supply chain sector, particularly in the current climate of heightened digital vulnerabilities.
Interestingly, the poll highlights that an overwhelming 89% of participants have made adjustments to their supply chain processes in the first quarter of this year. More than half of these respondents reported changes to their product, materials, or sourcing strategies, while a mere 11% felt their supply chain operations required little modification. This reflects a proactive approach among firms to enhance their resilience against ongoing disruptions.
Despite high levels of artificial intelligence (AI) integration, with 98% of respondents incorporating AI technologies into their supply chains, challenges remain regarding their return on investment (ROI). Jeremy Tancredi, a partner in West Monroe's supply chain practice, noted that while many companies are rapidly adopting AI, translating this investment into meaningful financial returns has proven to be a significant hurdle. "We’re seeing leaders move fast—investing in AI, strengthening supplier networks, and navigating global risk with greater precision," he stated. "However, many are still struggling to find meaningful ROI—highlighting a critical gap between adopting technology and effectively using it to drive tangible business value."
Brian Pacula, also a partner at West Monroe, commented on the strategic responses of supply chain leaders. "Leaders are responding strategically—leveraging technology, adjusting inventory, and reevaluating suppliers—to build resilience, reduce risk, and maintain their competitive edge.” 
The poll underscores a broader trend in which supply chains are adapting in real-time to manage ongoing disruptions while making strategic decisions regarding technology and supplier relationships. This initiative, conducted among executives from U.S.-based manufacturing, retail, and distribution companies with at least $500 million in annual revenue, will continue to provide quarterly insights as the sector evolves.
The findings from this research highlight the pressing need for companies to innovate and adapt in a landscape marked by volatility and technological advancement.
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