Vanta enhances trust management platform with new features for compliance teams
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Vanta, a trust management platform based in San Francisco, has unveiled a series of enhancements aimed at aiding security and GRC (Governance, Risk, and Compliance) teams in collaborating more effectively within their organisations and their broader networks. The new features include team-based collaboration tools, granular user access controls, an integrated Vanta Exchange for vendor security reviews, improved audit capabilities, and expanded automation for security questionnaires.
As more businesses face increasing demands from customers, investors, and suppliers for proof of compliance, Vanta's updates are positioned to streamline the compliance journey. According to reports, approximately 65% of businesses indicate that compliance verification has become critical for maintaining a competitive edge and entering new markets.
“Security teams shouldn’t have to spend their time chasing down tasks, navigating scattered communication or managing complex workflows just to achieve compliance,” said Jeremy Epling, Chief Product Officer at Vanta. In an interview with Business Wire, he emphasised that the latest features are designed to enable teams to focus more on building and maintaining trust rather than bogging them down with manual processes.
The newly introduced team and granular user access functions allow organisations to designate specific roles within the platform, promoting better delegation of tasks while upholding security protocols. With this setup, teams across different departments, such as engineering or legal, can manage their tasks effectively, enhancing workflow and accountability.
Later in 2025, Vanta will launch the Vanta Exchange, a tool that facilitates more efficient vendor security reviews by allowing security teams and vendors to collaborate directly. This initiative aims to minimise delays in the compliance process, ensuring faster deal closures.
In addition to vendor interactions, Vanta’s updates include enhanced audit tools that support real-time collaboration between clients and auditors. This feature permits auditors to access test source data crucial for validating automated tests, while clients maintain control over the data they choose to disclose during audits. Organisations will also benefit from being able to select their preferred auditor, regardless of whether they use the Vanta platform.
An additional feature, set for release in May 2025, will allow compliance teams to automate responses to various formats of security questionnaires, including web portals, DOCX, and PDFs. This enhancement is intended to increase accuracy and efficiency, thereby expediting the sales process for businesses.
These developments will be showcased during Vanta's virtual launch event, "Vanta Delivers," and at the upcoming RSA Conference in San Francisco later this year. Vanta, founded in 2018, has rapidly established itself as a leading resource for over 10,000 clients globally, including notable companies such as Atlassian and Quora.
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