Starlink suffers rare software failure causing global outage across 140 countries
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Late on July 24, 2025, Elon Musk’s SpaceX-operated Starlink satellite internet service experienced a rare and significant global outage that disrupted connectivity across approximately 140 countries. The outage, lasting around two and a half hours, affected millions of users, highlighting vulnerabilities in what is typically regarded as a highly reliable satellite broadband network.
The root cause was identified as an internal software failure within Starlink’s systems. This glitch triggered widespread disconnections reported by over 61,000 users on monitoring platform Downdetector, marking one of the longest and most extensive interruptions in Starlink’s operational history. Starlink’s Vice President of Engineering, Michael Nicolls, acknowledged the fault and, alongside Musk, apologised promptly on social media, promising swift corrective actions to prevent recurrence of such failures.
The disruption impacted users predominantly in the United States, Europe, and other global regions, with reports emerging from countries as diverse as the UK, Germany, Zimbabwe, Romania, and others. The outage gained particular attention in Ukraine, where Starlink plays a critical role in military communications. Ukrainian drone force commander Robert Brovdi confirmed that the loss of service during the outage adversely affected their drone operations and battlefield reconnaissance. While most military operations continued without live video feeds, some missions were postponed because of the communication blackout. Brovdi urged diversification of communication infrastructure to mitigate risks posed by dependence on a single internet-based system, with experts echoing concerns over the dangers of relying heavily on cloud and satellite networks in combat scenarios.
Starlink, launched in 2020, operates a constellation of over 8,000 low-earth orbit satellites to provide high-speed internet globally, reaching a user base of more than six million across roughly 140 countries. The company is on the verge of expanding services to the Indian market, making the recent outage a significant event for potential new customers. SpaceX also recently announced a partnership with T-Mobile intended to enhance connectivity in remote areas with new T-Satellite deployments, making the timing of the incident notable.
Industry analysts caution that outages of this scale could have adverse effects on Starlink’s commercial credibility, drawing parallels to previous technology service disruptions, such as CrowdStrike’s cybersecurity software failure in 2024, which led to large-scale subscription cancellations. Musk and SpaceX face the challenge of restoring and maintaining user trust amid rising global reliance on satellite internet, especially as Starlink increasingly supports critical infrastructure and military frameworks.
Although investigations into the cause continue, experts have speculated on potential triggers including faulty software updates or even cyberattacks. Nevertheless, SpaceX has reassured users that comprehensive measures are underway to strengthen system resilience and prevent future service interruptions. The incident has underscored the delicate balance between cutting-edge technological deployment and the critical need for reliability in global communications infrastructure.
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